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Network Hacking Toolkit (WiFi & LAN)

. Aircrack-ng - Crack WEP/WPA/WPA2 using captured handshake
. Airodump-ng - Packet capture for wireless networks

. Reaver - WPS PIN brute-forcing attack

Wash - Scan for WPS-enabled networks

. Wifite - Automated wireless attack tool

. Fern WiFi Cracker - GUI for WiFi hacking

. Bettercap - Man-in-the-middle attacks on LAN
. Ettercap - Sniffing and spoofing tool for LAN

. ARPspoof - ARP poisoning attacks

. Netdiscover - Discover live hosts on LAN

. Wireshark - Packet analyzer for deep inspection

. Tcpdump - Lightweight terminal-based packet sniffer
. Nmap - Advanced host and port scanner

. Fluxion - Evil Twin attack with phishing

. EVIIAP - Create fake access point for phishing

. Ghost Phisher - Rogue WiFi access point tool

. Kismet - Network detector and sniffer

. Wifiphisher - Create phishing WiFi portal to capture credentials
. MITMf - Framework for LAN MITM attacks

. Roguehostapd - Custom fake AP attack setups



